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http://www.alphakor.com/blog

The Facts of the Presentation

The 2019 AlphaKOR Ransomware Report is comprised of
statistics pulled from a survey of over 2500 managed service
providers (MSPs), like AlphaKOR, across the US & Canada
with survey data extracted to show Canadian only responses.

The report provides unigue visibility into the state of

ransomware from the perspective of the business owners and
IT Professionals who are dealing with these infections on a
daily basis. The report provides a wealth of detail on
ransomware, including year-over-year trends, frequency,
targets, impact, and recommendations for ensuring recovery
and business continuity in the face of the growing threat.




Key Findinps m

* Ransomwareremains a massivethreat to small-to-mid-sized « Theaftermath of aransomware attack can be crippling for a
businesses (SMBs). From Q2 2016 - Q2 2018,83% of SMBs business. When asked about the impacts of a successful
reported ransomware attacks against their infrastructure. In attack, 70o0f MSPsreport victimized clients experienced a
the first 6 months of 2018 alone, 55% reported increase of loss of business productivity. More than half report clients
ransomware attacks compared to the previous year. 92% of experienced business-threatening downtime.

MSPs predict the number of ransomware attacks will
continue at current, or worse, rates based on poor client
education and a continued security by obscurity mindset.

» Thecost of business downtime is 7.5X greater than the cost of
the ransom requested. Canada not only has the highest average
cost of ransom, but also the highest cost of downtime globally.

+ Theaverage managed service providers (MSPs) report 4 of MSPs report the average requested ransom for SMBs is ~$8,764
these attacks within their client base per year. In the first CADwhile the average cost of downtime related to a
half of 2018, an alarming 37 of MSPs report clients suffered ransomware attack is~$65,724 CAD.

multiple attacks in a single day (up from 3lfrom 2017). .
» Canadian SMBs report Windows as the most targeted system by

+ Thereis mandatory reporting in place. PIPEDA legislation hackers. They are also seeing a rise in attacks on Apple and
requires that RROSH breaches are reported to clients and Android systems.
authorities https://www.priv.gc.ca/en/privacy-topics/privacy-

+ Ransomwareinfections in the cloud continue to increase
year-over-year. Of MSPs that reportcloud-based malware
infections, nearly 50 called out Office 365 as the target.

breaches/respond-to-a-privacy-breach-at-your-
business/gd pb 201810/

+ SMBsare largely in the dark about the frequency and severity
of ransomware attacks. Nearly 90 of MSPs are “highly
concerned” about the ransomware threat and 33 report their
SMBclients feel thesame.

* In comparison to other solutions, the most effective for
avoiding downtime caused by ransomwareis business
continuity and disaster recovery. Roughly 90% of SMBs
victimized clients with BCDRin place fully recovered from the

» Lack of cybersecurity education is aleading cause of a attack in 24 hours, or less.
successful ransomware attack. MSPs rank phishing emails
as the top ransomware delivery method followed by poor user
practices/gullibility and passwords/access management.
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https://www.priv.gc.ca/en/privacy-topics/privacy-breaches/respond-to-a-privacy-breach-at-your-business/gd_pb_201810/

Ransomware Most Prominent Malware Threat to SMBs

List of US and Canada client-based attacks against SMB’s in the last 2years
(Cisco Umbrella Analytics for Canada 2018)

83% reporting clients struck by ransomware

65% reporting clients struck by viruses

56% reporting clients struck by spyware

54% reporting clients struck by adware

39% reporting clients struck by trojan horses

24% reporting clients struck by cryptojacking

MARKET

24% reporting clients struck by rootkits

19% reporting clients struck by worms

18% reporting clients struck by keyloggers
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think they should be.

Here’s why...




CryptoLocker and WannaCry Reign Supreme

notPetya

15% . 127 gIA"°

Torrent-
Locker

TelsaCrypt 9 %

0)
16 /O CoinVault

CryptoWall 7%

Sept 2013 42%
CryptoLocker 6%

/1%

20% 5% g 5%

Bad Rabbit

CrySis
Takeaway: In Canada, a nefarious new strain of ransomware named Ryuk is causing chaos.

Already netting over $3.7Min Bitcoin since August 2018 according to EndGadget, it's not only 5%
targeting restaurant chains, but also healthcare organizations.




End User Error 1s the Common Denominator

Report Poor User
Practices/Gullibility

\
Q | View Attachments
/
L/
. 7/

Report Phishing
Emails

SMBs : 9
VBB IE Report Lack of End User .

2506 2970 i
Cybersecurity Training

Report Clickbait

w

23% . 29% of SMBs

SMB!

.. > ok ok ok Kk K Report Weak
Report Malicious S Passwords/Access
Websites/\Web Ads Management




Q‘_Repl}r r@aﬂeplyﬂll @,Fumard
Mon 2019-05-13 2:56 PM

| IT <IT@alphakor.com>

Urgent: Mandatory Password Reset

o Daniel Charnock -

Action [tems + Get more add-ins

@5 Exchange

Your IT administrator has initiated a mandatory password reset for your organization due to a
suspected hacking attempt.

Please create a new password immediately to ensure your account is protected.

CREATE NEW PASSWORD

Microsoft Team. All rights reserved.
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I IT < |T@a|pha|<or.mm> it@alphakor.sentex.ru
Urgent: Mandatory Password Reset

Te Daniel Charnock

Action ltems

@3 Exchange
http://cardpayments.microransom.us/

Your IT administrator has initiated a mandatory passw scrmvfjasbpzwg50x2lkptigIntg2nlodyzm 2 a

suspected hacking attempt. oczjywlwaywlinblSydw3fawgimjayvmzy
Tnszhy3rpb2d%y2xpy2smdyjspwhldhbz

oilvc2vjdyjlzcsb2dpbisumgvegfnzomv
Please create a new password immediately to ensure .y i2xtjkodcsnifi

Click or tap to follow link.
CREATE NEW PASSWORD

© Microsoft Team. All rights reserved.
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+ Get more add-ins



How Ransomware Works

EMAIL-BASED INFECTION

> |
o3 I I
U U
Email w/ Malicious Ransomware E tion Kev C2 Files
Attachment Payload neryption Rey Inaccessible

Infrastructure

WEB-BASED INFECTION

User Clicks a Link or Malicious Ransomware Encryption Key Files
Malvertising Infrastructure Payload C2 Infrastructure Inaccessible




Quebec Region Immobilized by Ransomware Attack

Theregional municipality of Mekinac in Quebecfell victim to a CryptoLocker ransomware attack in September, 2018.
Mekinac’s servers were compromised after an employee opened and clicked on alink in a fraudulent email sent by
the hackers. For two weeks, servers were disabled and employees were unable to work. The attack not only impacted
government employees, but also affected 10municipalities with a population of roughly 13,000 people.

! ' (@ §) |

Ransomware hackers demand
8 units Bitcoin into a bank Employees Negotiated

account, roughly equivalent to Retu n Ran som
$65K to Work Down to $30K

Retrieved lost dataafter 2

weeks of downtime
September 10th, 2018 a September 25th 2018 November 18th, 2018

Servers are
disabled

for about 2weeks

Sources: CTVNews, CBC



Cost of Downtime Significantly
Outweighs Ransom Requested

Thecost of downtime is

/5% higher

than theransom requested
(per incident).

Takeaway: Canada not only has the
highest average cost of ransom, but also
the highest cost of downtime globally.

1USD =1.33CAD per conversion rates in May 2019. *Cisco survey respondents of companies consisting
of 50 or less employees. Answers inU.S.dollars.

$65 (24 CAD



Ransomware Attacks Are Costly

Survery of SMB ownership experiences following a successful ransomware attack
(Geo Trend Canadian Survey 2018)

70% reported loss of business productivity

57% reported business-threatening downtime

42% reported significant data loss

41% reported infection spread to other devices onthe network

31% reeorted aloss of zearlz Brofitability
31% Eaid aransom and recovered the data

29% regoned amaged regutations
18% reported stolen data

17% reported ransomware remained on systems, struck again!

14% reported IT staff failed to respond to adequately to the attack

9% paid a ransom, data was neverreleased
|

8% reported failure to achieve regulatory compliance
|
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Non-Profit 24%
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Architecture/
Design 9%
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Services 32% Real Estate 17% Legal 19%
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Ransomware Will Creep into the Cloud

Ofthe 24% :

56% Report

0365 Infections
] Office365  (Up 34% from last year) . 3

25% Report

R . GSuite Infections
G Suite (up 17%from last year)

Geo Trend: Globally in 2019, 28% of MSPs
report ed ransomware infections in cloud-
based applications vs 24% in Canada.




11%
306 2017
macOS

| Takeaway: Mac ransomware attacks are growing. Thenumber |
of MSPsreporting OS attacks increased by 8% from 2017to 2018.
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No One System Can Entirely Prevent
Ransomware

85%°

SMBs
Report users had
Antivirus Installed

Report users had
Email/Spam Filters

319%0 s

Report users had
Pop-Up Blockers

Takeaway: As no single
solution is guaranteed to
prevent ransomware attacks,
amultilayered portfolio is
highly recommended.




b

1 Firewall or Unified Threat

‘ i Management Equipment

#3 Business
Continuity/Disaster
Recovery

#2 Antivirus/Malware

#4 Patch Management

Employee and
Executive Training

Takeaway: Ransomware attacks will inevitablyhappen.
To protect clients and effectively respond to attacks,

BCDRandUTMis crucial to preventdowntime.

*BCDR: Business Continuity-and Disaster Recovery
*UTM — Universal-Threat Management



A Typical Ransomware Response Plan starts with Preparation

Prevention & Detection o

Layered Defence with diagnostic tools
to identify the presence of ransomware
inthe environment.

Reporting
Proactively reach out
to management & users.

Post-Incident
Actions

Patch any security holes
and double-down on
employee education.

Triage & Analysis

Containment and Neutralization Understand how ransomware

Keep users working on replicant servers entered the system.
and/or quickly restore infecteddevices.



Majority of MSPs Report: Ransomware is Here to Stay

e Atk | [ /1 ()0/0 92% =
MSPs

epeeew! I 5000 P Report Attacks Will

Continue at Current,

Ransomware Attacks Will O
Staythesame RN 14 A) or Worse, Rates

T 11
7%

Ransomware Attacks Will
Somewhat Decrease - O Lo

Ransomware Attacks Will 10/
Significantly Decrease I 0

_______

_______



Ransomware Will Wreak Havoc Everywhere

Infect Wearables
(e.g. Smartwatches)

Cisco and MSPs Predict
Ransomware will...

N
1 Blackmail
Entire Governments

Erase All Personal
%

Records from the Internet / &
AN ‘

| Infect Medical Devices
| . (e.g. Insulin Pumps,
—o Pacemakers)

Evolve Via Artificial  / j=.
Intelligence Beyond o /ﬂ

Human Control

(((@» Infect Self-Driving Cars

Be the Primary Tool of 0110
Cyber Warfare, Replace 100
Conventional Warfare



6090 Tise

Predict Ransomware Will Target
Social Media Accounts

https://www.wsj.com/articles/russi
an-hackers-reach-u-s-utility-control-
v rooms-homeland-security-officials-

say-1532388110



https://www.wsj.com/articles/russian-hackers-reach-u-s-utility-control-rooms-homeland-security-officials-say-1532388110

Final Takeaways

Businesses must prepare
the front line of defense:
your employees. Today’s
companies must provide
regular and mandatory
cybersecurity training to
ensure all employees areable
to spot and avoid a potential
phishing scam in their inbox,
aleading entrance point for
ransomware.

Businesses must leverage
multiple solutions to prepare
for the worst. Today’s
standard security solutions
are no match for today’s
ransomware, which can
penetrate organizations in
multiple ways. Reducing the
risk of infections requires a
multilayered approach rather
than asingle product.

o ‘o

Businesses must ensure BCDR
and Threat Management s in
place. Thereis no sure fire way
of preventing ransomware.
Instead, businesses should
focus on how to maintain
operations despite a
ransomware attack or
infection. Oneway to do this is
a layered threat management
system and a reliable business
continuity and disaster
recovery solution.

Businesses need a dedicated
cybersecurity professional
to ensure business
continuity. SMBs often rely
on a “computer savvy’ staff
member to handle their IT
support and not an ITexpert.
If acompany cannot afford
acomplete IT staff for 24/7
cybersecurity monitoring,
they should be leveraging a
Managed Service Provider
(MSP) who has the time and
resources to anticipate and
protect a company fromthe
latest cybersecuritythreats.



